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Introduction

Oracle Health Dashboard is a real-time web monitoring panel for Oracle databases. It connects

using a read-only user and never modifies any data.

Designed for DBAs who manage Oracle instances without access to expensive tools like Enterprise

Manager. All information is presented in a modern dark interface with configurable auto-refresh and

proactive alerting.

What does it monitor?

› Global health status: NORMAL , WARNING or CRITICAL calculated automatically

› Active, blocked and waiting sessions with full details (user, event, PGA, seconds)

› Top SQL by CPU consumption and elapsed time from V$SQL

› Tablespace usage with visual bars and configurable capacity alerts

› System wait events with average times from V$SYSTEM_EVENT

› SGA components and PGA memory statistics per session

› History of the last 10 RMAN backup jobs with status and duration

› Automatic alerts via SMTP email and Telegram when health status changes

› Multiple saved connection profiles stored locally on disk

› Bilingual interface (Spanish / English) and light / dark theme

ℹ The dashboard runs exclusively SELECT queries on Oracle's data dictionary views. It creates no

objects, modifies no data, and requires no write privileges. Impact on the database is minimal.

C H A P T E R  0 1



System Requirements

Requirements vary depending on the version you use. The .exe version is the simplest —

nothing additional needs to be installed.

Windows Version (.exe)

COMPONENT REQUIREMENT

Operating System Windows 10 / 11 (64-bit)

Python Not required  — bundled in the .exe

Oracle Instant Client Not required  — bundled in the .exe

Minimum RAM 256 MB

Disk space ~80 MB

Network TCP access to port 1521 on the Oracle server

Browser Chrome, Firefox, or Edge (modern)

Python Version (Linux / macOS / Windows)

COMPONENT REQUIREMENT

Python 3.9 or higher

Oracle Instant Client 21c or higher (Basic or Basic Light)

pip packages flask, waitress, oracledb (see requirements.txt)

Network TCP access to port 1521 on the Oracle server
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Oracle Database

ITEM DETAIL

Oracle version 12c · 18c · 19c · 21c · 23ai  (XE, SE2, EE) — thin mode, 12.1+

Required user Dedicated user with SELECT privileges (see Chapter 5)

Default port 1521 (configurable)

Database modifications Ninguna  — solo lectura



Installation & First Launch

The process depends on the version you choose. The .exe version requires no installation —

just run and go.

Windows Version (.exe)

1 Download the executable

Place OracleHealthDashboard.exe in any folder on your machine. No installer needed.

2 Double-click to run

The Flask server starts on http://127.0.0.1:5000 and your default browser opens automatically.

3 Accept the firewall prompt (if shown)

Windows may request network access. Allow it — the server only listens on localhost (127.0.0.1), not on the

local network.

4 Activate a license or start the trial

On first launch you'll see the activation screen. You can use the 15-day free trial or enter your license key.

See Chapter 4.

Python Version (Linux / macOS)

BASH

# 1. Install dependencies pip install -r requirements.txt # 2. Set Oracle Instant Client path

(Linux) export LD_LIBRARY_PATH=/opt/oracle/instantclient_21_1:$LD_LIBRARY_PATH # 3. Start the

dashboard python app.py # Server opens at http://127.0.0.1:5000

⚠ On Linux, make sure LD_LIBRARY_PATH points to the Oracle Instant Client directory before running

python app.py. Without this, the Oracle connection will fail.
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License & Trial Mode

The dashboard includes a 15-day free trial. After the trial, activate it with an annual

subscription via a key tied to your machine's hardware.

License activation screen

Activation process

1 Get your Machine ID

On first launch, your unique Machine ID (hardware fingerprint) is shown. You can also find it in the ⚙ →
About menu.

2 Send your Machine ID

Email your Machine ID to support@rarexa.com and mention the version you purchased.

3 Receive your key

You'll receive your personalized license key within 24 business hours.

4 Activate

Paste the key into the activation field and click Activate. The dashboard will be activated for 12 months on

that machine.
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MODE DURATION DATABASES / FEATURES

Trial 15 days from first use Full, unlimited databases — no restrictions

Desktop subscription 12 months, renewable Up to 3 databases · all features

Server subscription 12 months, renewable Up to 25 databases · all features

Enterprise subscription 12 months, renewable Unlimited databases · all features

Expiry and renewal

The dashboard shows a renewal notice 30 days before expiry. After the expiry date there is a 14-day

grace period during which it keeps working with a red banner; after that, monitoring pauses until you

renew. Your configuration and history are never deleted. To renew, request a new key and paste it on

the activation screen.

ℹ The license is tied to your machine's hardware (Machine ID). If you change machines, contact support

to reassign it at no extra cost.



Oracle Connection

Before connecting, you need a read-only monitoring user in the Oracle database. The

dashboard never asks for administrator credentials.

Create the monitoring user

SQL — EJECUTAR COMO SYSDBA O DBA

CREATE USER dashboard_mon IDENTIFIED BY 'YourSecurePassword'; -- Session privilege GRANT

CREATE SESSION TO dashboard_mon; -- Access to dynamic monitoring views GRANT SELECT ON

v_$session TO dashboard_mon; GRANT SELECT ON v_$sql TO dashboard_mon; GRANT SELECT ON

v_$sysstat TO dashboard_mon; GRANT SELECT ON v_$system_event TO dashboard_mon; GRANT SELECT

ON v_$sgainfo TO dashboard_mon; GRANT SELECT ON v_$pgastat TO dashboard_mon; GRANT SELECT ON

v_$database TO dashboard_mon; GRANT SELECT ON v_$instance TO dashboard_mon; GRANT SELECT ON

v_$rman_backup_job_details TO dashboard_mon; GRANT SELECT ON dba_data_files TO dashboard_mon;

GRANT SELECT ON dba_free_space TO dashboard_mon; GRANT SELECT ON dba_temp_files TO

dashboard_mon; GRANT SELECT ON v_$temp_space_header TO dashboard_mon;

Connection form

Fleet view — all monitored databases
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FIELD DESCRIPTION EXAMPLE

Host IP or DNS name of the Oracle server 192.168.1.100

Port Oracle listener port 1521

Service Name Database service name XEPDB1, ORCL

User Read-only monitoring user created above dashboard_mon

Password Never saved to disk —

💡 For Oracle XE, the service name is usually XEPDB1 (PDB) or XE (CDB). Verify with SHOW CON_NAME;
connected as SYSDBA.



Overview Tab

The main screen shows the consolidated health status of the database. It's the starting point

for any diagnosis.

Overview tab with real-time I/O

Health states

STATUS CONDITION RECOMMENDED ACTION

NORMAL All metrics within thresholds Routine monitoring

WARNING One or more metrics exceed the warn threshold Investigate in the relevant tab

CRITICAL One or more metrics in the critical zone Immediate attention required
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Sessions Tab

Shows all active user sessions with their wait and blocking details in real-time.

Sessions tab — active sessions and locks

COLUMN DESCRIPTION

SID Unique session identifier in Oracle

User Database user who opened the session

Status ACTIVE  running SQL · WAITING  waiting · BLOCKED  blocked by another session

Wait Event Current wait event of the session (V$SESSION.event)

Secs Seconds accumulated in the current wait event

PGA MB PGA memory consumed by the session
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💡 Sessions showing BLOCKED with high seconds on enq: TX - row lock contention indicate row-level

locking. Check who is blocking whom and consider killing the blocking session if appropriate.

Top SQL Tab

Lists the most expensive SQL statements in the shared pool, ordered by CPU consumption.

Source: V$SQL.

Top SQL tab

ℹ Only statements with at least 1 execution are shown. The SYS and SYSTEM schemas are excluded from

results.
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Storage Tab

Shows tablespace usage with color-coded visual progress bars based on remaining capacity.

Storage tab — tablespaces and days-to-full

COLOR USAGE RANGE MEANING

■ Teal 0 – 79% Sufficient space — no action required

■ Amber 80 – 89% Warning — plan expansion soon

■ Red 90%+ Critical — immediate action needed

💡 Warning (80%) and critical (90%) thresholds are configurable in ⚙ → Thresholds. Adjust them to

match your organization's policies.
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Wait Events Tab

Shows accumulated system wait events ordered by total wait time. Idle events are excluded.

Wait Events tab

⚠ A high Avg ms on enq: TX - row lock contention indicates active row-level blocking. Check the

Sessions tab to identify the blocking and blocked sessions.
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Memory Tab

Breaks down SGA components and shows top PGA consumers per session. Sources:

V$SGAINFO and V$PGASTAT.

Memory tab — SGA and PGA

💡 If a session shows excessively high PGA (e.g. >500 MB) without visible activity in Top SQL, it may be

running sort or hash join operations in memory. Check its SQL in V$SESSION.
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RMAN Backups Tab

Shows the history of the last 10 RMAN backup jobs with status, type, duration, and output size.

Source: V$RMAN_BACKUP_JOB_DETAILS.

RMAN tab — backup freshness

RMAN STATUS INDICATOR MEANING

COMPLETED green Backup finished without errors

COMPLETED WITH WARNINGS amber Backup completed with minor warnings

FAILED red Backup failed — immediate attention required

RUNNING blue Backup currently in progress

⚠ If the tab shows "No backup history", the instance doesn't use RMAN or has no records in

V$RMAN_BACKUP_JOB_DETAILS. Verify that the monitoring user has SELECT on that view.
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History columns

COLUMN DESCRIPTION

Type INCREMENTAL LEVEL 0/1, DB FULL, ARCHIVELOG

Start Date and time the job began

Duration Total execution time

Output GB Size of generated backup files

Device DISK or SBT_TAPE (tape/NAS)

Status COMPLETED / COMPLETED WITH WARNINGS / FAILED / RUNNING



Email & Telegram Alerts

The dashboard sends automatic notifications when the health status changes to WARNING or

CRITICAL. Supports SMTP email and Telegram bots.

Alert configuration panel

Click the ⚙ icon in the top bar of the dashboard to open the settings panel.

Alerts and thresholds settings panel
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SMTP Email Configuration

FIELD DESCRIPTION GMAIL EXAMPLE

SMTP Server Outgoing mail server host smtp.gmail.com

Port 587 for STARTTLS · 465 for direct SSL 587

User Sender email address monitor@gmail.com

Password / App Password Password or App Password if 2FA is enabled xxxx xxxx xxxx xxxx

Recipient Email address that will receive alerts dba@company.com

⚠ If you use Gmail with 2-Step Verification, you must create an App Password in your Google account:

Account → Security → App Passwords. Your regular password will NOT work with external SMTP.

Telegram Bot Setup

1 Create a bot with @BotFather

Open Telegram, search for @BotFather and send the command /newbot. Follow the prompts and copy the

token it gives you (format: 1234567890:ABC-DEF...).

2 Get the Chat ID

Start a conversation with your bot (send it any message). Then open in your browser:

https://api.telegram.org/bot<TOKEN>/getUpdates

The field chat.id appears in the JSON response.

3 Configure in the dashboard

Enter the Bot Token and Chat ID in the settings panel. Click "Send test alert" to verify the bot receives the

message.

💡 To receive alerts in a Telegram group, add the bot to the group, get the group Chat ID (usually

negative, like -1001234567890) and use it in the configuration.

Alert history log

The dashboard logs all alerts in a local history visible at the bottom of the settings panel.



License activation screen



Configurable Thresholds

All warning and critical thresholds are configurable from the ⚙ panel. Changes are saved to

thresholds.json and applied immediately.

METRIC WARN THRESHOLD (DEFAULT) CRIT THRESHOLD (DEFAULT) NOTES

Buffer Cache Hit < 95% < 85% Lower = worse performance

Tablespace usage > 80% > 90% Per individual tablespace

Blocked sessions > 1 > 5 Session count

Total PGA MB > 100 MB > 500 MB Total PGA usage

Wait Avg ms > 1 ms > 10 ms Average across wait events

Active sessions > 50 > 100 Total session count

ℹ Thresholds are recalculated every refresh cycle. If any metric exceeds the critical threshold, the global

status changes to CRITICAL and configured alerts are fired.
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Light / Dark Theme

The dashboard includes two visual themes: dark (default) and light. Switching is instant and

the preference is remembered between sessions.

☾ DARK MODE

98.4%
BUFFER HIT

NORMAL
STATUS

42
SESSIONS

☀ LIGHT MODE

98.4%
BUFFER HIT

NORMAL
STATUS

42
SESSIONS

To switch themes, click the ☀ / ☾ icon in the top-right bar of the dashboard. The preference is saved

automatically in the browser and persists between sessions.

💡 Dark mode is recommended for low-light operations rooms. Light mode is preferable in

environments with strong natural light where the dark background may reduce readability.

C H A P T E R  1 5



Language Selector ES / EN

The full dashboard interface is available in Spanish and English. Switching is instant — no

server restart required.

Fleet view — all monitored databases

Click the ES / EN button in the top bar of the dashboard. All text labels, column names, messages and

status indicators switch instantly to the selected language.

ⓘ Database data (object names, events, SQL text) always appears in Oracle's original language,

regardless of the dashboard language selector.
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TV Mode

TV Mode automatically rotates through all dashboard tabs at configurable intervals. Ideal for

operations center screens and NOC displays.

TV mode — monitoring-room presentation

To enable TV Mode, click the 📺 icon in the top bar. The rotation interval is configured in ⚙ (options:

15s, 30s, 60s, 120s). To disable, click the icon again.

💡 Combine TV Mode with dark theme for 24/7 operations displays. TV Mode does not affect the data

refresh interval — the database keeps updating on its own schedule.
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Multiple Connection Profiles

The dashboard lets you save and manage multiple connection profiles. Ideal for DBAs who

administer several Oracle databases.

Fleet with multiple connection profiles

› Save profile: Connect to the database and click "Save profile" . Assign it a descriptive name.

› Load

profile:

Click the desired profile chip. The Host, Port, Service Name and User fields are filled in

automatically.

› Delete profile: Click the ✕ next to the profile name to remove it.

› Passwords are never saved in profiles for security. You must enter the password each time you connect.

ⓘ Profiles are stored in the profiles.json file next to the executable. You can copy this file to another

machine to transfer your connection configurations.
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Technical Reference

Oracle views queried, database impact, and local configuration files.

Oracle Views Queried

VIEW INFORMATION RETRIEVED TAB

V$SESSION Active, blocked sessions, status and wait event Overview, Sessions

V$SYSSTAT System statistics: reads, commits, parses Overview

V$SYSTEM_EVENT Accumulated wait events with average times Overview, Waits

V$SQL SQL in shared pool with CPU and elapsed metrics Top SQL

DBA_DATA_FILES Datafile size and autoextend per tablespace Storage

DBA_FREE_SPACE Free space in each tablespace Storage

V$SGAINFO SGA components and sizes Memory

V$PGASTAT PGA statistics and usage Memory

V$DATABASE Name, log mode, database status Overview

V$INSTANCE Version, instance, host, uptime Overview

V$RMAN_BACKUP_JOB_DETAILS RMAN backup job history RMAN

Database Impact

PARAMETER VALUE

Queries per refresh cycle ~13 SELECT queries

Average time per cycle < 2 seconds

Dashboard active sessions 1 read-only session

Database writes None

Objects created in DB None
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Local Configuration Files

FILE CONTENTS

profiles.json Saved connection profiles (no passwords)

thresholds.json Configured warning and critical thresholds

alerts_config.json SMTP and Telegram configuration (credentials)

alerts.log History of sent alerts

license.dat Activated license key
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